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11. Summary of the new findings of the thesis:

+ Proposing an DL-powered source code scanning framework for webshell detection that
combines signature-based techniques with deep learning algorithms. This framework
provides guidance for developing specific models for accurate and efficient webshell
detection in a variety of programming languages. For each type of interpreted and compiled
programming language, we chose PHP and ASP.NET as the most popular languages of
each type to build a webshell detection model based on ASAF. We conducted experiments
and compared the above model with other studies to prove the effectiveness of ASAF.

+ Propose a deep learning model to thoroughly analyze the HTTP traffic to the web
application server in order to quickly detect webshell queries. To solve the problem of data
imbalance for training sets, we also propose an algorithm to improve the quality of training
sets employed in the deep learning model. To demonstrate its effectiveness, we
experimented with and compared the model to other studies on the same CSE-CIC-

IDS2018 dataset. The deep learning model can work with the intrusion detection and



prevention system to add attack source IPs to a blacklist and proactively block URI queries
to webshell on the web server before they happen.

12. Practical applicability, if any:

+ The framework based on web application source code analysis by combining pattern
matching techniques with deep learning algorithms is a guide to develop specific webshell
detection models suitable for different programming languages that are capable of being
deployed in practice.

+ The deep learning model thoroughly analyze the HTTP traffic to the web can work with
the NetIDPS to detect webshell and proactively add attack source IPs to a blacklist and
proactively block URI queries to webshell on the web server.

13. Further research directions, if any:

+ Conducting a general survey of webshell datasets used in current research, thereby
building a good data set that can be used as a standard for later research related to
webshells.

+ Continue research and experimentation with the latest single DL/ML models and
ensemble models to improve the ability to accurately detect advanced webshells.

+ Deeper research into the operating mechanism and characteristics of Webshell will allow
the construction of toolkits to automate the Yara rule creation process.

+ Expanding research on webshells written in other languages, such as JSP, Ruby, Python,
etc., towards building a general model that can effectively detect all types of webshells
without depending on the programming language.
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